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ARTICLE INFO ABSTRACT

Counterfeiting of integrated circuits (ICs) has become an increasingly vital concern for the security of com-
mercial and mission-critical systems. Moreover, they pose an immense economic, security, and safety threat. We
propose a comprehensive detection and prevention framework consisting of a multi-functional on-chip aging

Keywords:
Aging sensor
Hardware security

Elel?t?.?igraﬁon sensor, and post-fabrication authentication methodology. This framework targets several classes of counterfeit
ie tl.? ity ICs, such as recycled, remarked, out-of-spec, cloned, and over-produced ICs. First, the new sensor consists of both
ntiruse

antifuse memory and aging sensors. To reduce reference-circuit related area-overhead, the initial electronic
properties of sensor circuits are stored in a global database, accessed by unique chip via challenge-response
pairs. Second, this work consists of a two aging-sensor approach, based on IC wear-out effects, using a recently
proposed electromigration (EM) aging sensor and a ring oscillator aging sensor. This method can be effective for
chip usage estimation of both short and long time periods. Hence, it can serve as a more accurate timer for the
chip to meter the long term usage, which can allow for timed services of some functionality of a chip, in addition
to detection of the recycled/remark ICs. Third, on top of the new sensor, we propose a new post-fabrication
authentication methodology to detect and prevent non-defective counterfeit ICs. All fabricated ICs will be re-
gistered in a global database and activated with a unique chip ID, which is written into the antifuse memory.
Simulation results show that the combined aging sensors have a high degree of accuracy when compared to
traditional on-chip sensors.

Post-fabrication authentication
Counterfeit IC

1. Introduction is not produced by the original component manufacturer or is produced

by unauthorized contractors; it is an off-specification, defective, or used

Counterfeit integrated circuits (ICs) have become an increasingly
urgent problem in recent years posing a threat to both the economy and
security. The security threat is especially true for critical systems such
as military, aerospace, and medical. A 2008 report by the International
Chamber of Commerce found that the counterfeiting and piracy for G20
nations results in losses as high as $775 billion and is estimated to rise
as high as $1.7 trillion in 2015 [1]. A secondary effect on the market
from counterfeit ICs is the discouragement of innovation and invest-
ment into research and development [2]. Unfortunately, these issues
continue to mount due to a lack of effective avoidance and detection
techniques. What has become apparent from numerous reports [3] is
that the issue of counterfeit ICs lies in the U.S. electronic component
supply chain, which has a heavy reliance on “untrusted” fabs.

Counterfeit ICs comes from a variety of sources in the electronic
supply chain. A counterfeit IC: does not conform to the original com-
ponent manufacturer's (OCM) design, model, and/or performance; or it

OCM product sold as “new” or working; it has incorrect or false
markings and/or documentation [4,5]. Therefore, counterfeit ICs can
be classified into several major categories: (1) recycled and remarked
ICs, which is the most widely reported type of counterfeit parts; (2)
overproduced, which describes ICs fabricated outside of contract by
foundries; (3) out of spec/defective ICs, which should be rejected
during testing, but are stolen and sold on open markets; and (4) cloned
ICs, which just copy the legal part by reverse engineering or illegal
obtaining of IPs.

From the perspective of detection techniques, counterfeit ICs can
also be categorized into defective and non-defective. Defective ICs are
typically recycled/remarked and out-of-spec/defective. Those counter-
feit ICs will show some degree of physical or electrical defects and
anomalies due to aging and inherent defects from fabrication. Also, the
recycled ICs can cause reliability and security problems for many cri-
tical applications. Existing counterfeit detection techniques mainly
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focus on detecting defective ICs as they account for the majority of the
counterfeit components [6-8].

On the other hand, non-defective ICs such as overproduced or
cloned ICs are unauthorized productions without the legal license. This
type of IC may be exactly the same as an authorized chip. The non-
defective chips, however, undercut the competition with the unlicensed
ones, which can cause significant revenue loss and related job loss for
the original IC and IP owners and OCMs. Unfortunately, existing de-
tection techniques can only detect one type of counterfeit ICs, not both.
Therefore, a new comprehensive, yet cost-effective, counterfeit IC de-
tection technique is urgently needed.

1.1. Review of existing detection method

For defective ICs, especially recycled and remarked ICs, there exists
many detection techniques, which can be classified into physical
methods and electrical methods [2]. Physical methods consist of in-
coming inspection methods such as visual inspection, X-ray imaging,
package analysis method (laser scanning microscopy), delid method,
and material analysis methods(using Fourier transform infrared and X-
ray fluorescence). Electrical methods consist of parameter tests, func-
tion tests, built-in tests, and structural tests. Typically, physical
methods can be applied to any electrical component, but some of the
methods are destructive and take hours to test. Because of this, a small
portion of a batch of parts must be sampled and observed in order to
certify their authenticity. Conventional electrical test methods, on the
other hand, are not destructive and are also time efficient. However,
these methods have no guarantee of full test coverage and may not
detect all defective ICs.

One viable way for fast detection and effective prevention of re-
cycled chips is to insert a lightweight aging detection sensor, which can
directly indicate the usage of a chip; some early efforts have been ex-
plored in Refs. [9-12].

The method in Ref. [10] designed a ring-oscillator(RO)-based aging
sensor that relies on the aging effects of MOSFETs to change an RO
frequency in comparison with a reference frequency embedded in the
chip. As the chip ages, due to the wear-out mechanisms such as nega-
tive-bias temperature instability (NBTI) and hot carrier injection (HCI),
the threshold voltage of the MOSFET devices begins to shift, while also
changing the frequency of the RO, and provides a simple indicator for
the IC age. However, this method can only give a very rough estimation
of the usage age of the chip as the shift in frequency depends on many
factors.

In order to mitigate the inaccuracy problem, an antifuse (AF)-based
sensor was developed in Ref. [2]. The AF-based sensor essentially is a
counter, which counts the clocks or derivatives of the clock events to
log the usage of the chip. The antifuse memory is used to make sure the
data in the count will not be erased or altered by attackers. However,
AF-based sensors suffer from large area overhead, especially when a
more accurate indication of usage is required [2]. Another problem
with this method is that it may not reflect the true aging-dependent
usage of a chip. For instance, it will log the same usage time for dif-
ferent on-chip temperatures, however, the temperature has been shown
to have a dramatic impact on the aging effects from electromigration,
NBTI and HCI [13].

Recently, an on-chip aging sensor based on the electromigration
(EM) failure mechanism of interconnect wires has been proposed [12].
The main advantage of the EM-based aging sensor over RO-based aging
sensor is that it can provide more accurate time usage estimations
especially over long periods of time due to the recent advance in the
physic-based EM modeling [14-16]. The design is also simple and light-
weight with a small area and power overheads. However, the EM-based
sensor has a larger area overhead when designed to detect short-term
usage. This is because the EM sensor requires longer wires when the
target detection lifetime is short. However, at longer lifetimes, the wires
can be much shorter.
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For detection of non-defective counterfeit ICs, existing physical,
electrical and aging sensor based methods will not be very effective
since no traceable properties can be detected in such chips. One po-
tential solution is to have a post-fabrication authentication process in
which, after fabrication and testing, each IC will be uniquely registered
into a global database using challenge-response pairs. The end users can
verify the ICs for proper registration later. This post-fabrication au-
thentication process is similar to the passive hardware metering
method, which enables the design house to achieve post-fabrication
control of the produced ICs [17-19]. However, those methods cannot
detect the recycled and used ICs.

1.2. New contribution

In this paper, we propose a comprehensive counterfeit IC detection
and prevention strategy, which consists of an innovative multi-func-
tional on-chip sensor, and the related post-fabrication authentication
methodology. The proposed on-chip sensor can detect recycled/re-
marked/out-of-spec chips, as well as cloned and over-produced ICs. It
can serve as a central on-chip security hardware IP for counterfeit IC
detection, on-chip usage timer, post-fabrication authentication, and
even activation module for ICs. Our new on-chip sensor has the fol-
lowing features:

+ The new on-chip sensor combines an antifuse memory block,
which is one-time programmable (OTP), with existing aging sensors.
The memory block will not be used as a counter as in the existing
methods. Instead, it will store a unique chip ID, time stamp of ac-
tivation, and other important chip assets, which will be encrypted
against tampering and can be verified by challenge-response pairs.
« Second, the new on-chip sensor combines the two types of aging
sensors to detect both short-term and long-term aging effects so that
it can be effective and area-efficient for both cases. The RO-based
sensor is more effective for short-time usage detection and the EM-
based aging sensor is more accurate, and area efficient, for long term
usage detection. The EM-based aging sensor exploits the natural
aging/failure mechanism of interconnect wires to time the aging of
the chip. It can serve as a more accurate timer for the chip to meter
the usage of long time periods. As a result, it can enable timed
service for some functionality of a chip and can also avoid the over-
usage of the authorized time period of a chip or a system for certain
security requirements.

 Based on the new on-chip sensor, we propose a post-fabrication
authentication methodology to detect and prevent non-defective
counterfeit ICs. All the fabricated ICs will be uniquely registered and
activated with a unique chip ID in a global database. The unique
chip ID will be written into the antifuse memory during a registra-
tion process and the chip will be activated. This method not only
prevents cloned and over-produced ICs, but also mitigates the need
for reference circuits in existing aging sensor designs. This sig-
nificantly reduces area overhead, as the initial electronic properties
of the sensor circuits can be stored in the global database.

In this work, antifuse memory block is used to store unique chip ID,
both long term and short term aging can be considered and global
database for ID can reduce overhead area. With all these advantages,
the proposed method is more effective and accuracy comparing with
existing methods. Simulated results show the advantage of the proposed
multi-purpose sensor against the existing on-chip sensors in terms of
functionality, detection coverage, and usage time estimation range and
accuracy.

2. The proposed on-chip sensor circuit

In this section, we present the architecture of the proposed on-chip
sensor circuit, which consists of one antifuse memory block, one aging
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sensor module, one encryption module and one activation module as
shown in Fig. 1. Each module will be discussed in detail in the following
sections.

2.1. Antifuse memory block

An antifuse is an electrical device which performs the opposite
function to a fuse. An antifuse starts with a high resistance and is de-
signed to create an electrically conductive path permanently (typically
when the voltage across the antifuse exceeds a certain level). It is an
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OTP memory technology. The antifuse memory is a type of read-only
memory (ROM) meaning the data in them is permanent and cannot be
changed. Antifuse is non-volatile, area and power efficient, and has
high reliability.

Most importantly, antifuse is confidential [20]. Before and after
programming, the change on antifuse is extremely small, usually within
tens of nanometers. In addition, there are thousands, even millions of
antifuse in one component. So reverse engineering is almost impossible.
As a result, it is ideal for storing the unique chip ID and activation time
in an encrypted form. Additionally, since the antifuse memory is on-
chip, additional system design measures may be taken to make the
device tamper-proof, such as password protecting the antifuse memory
within the system chip. This newer memory technology provides un-
precedented physical layer security.

The antifuse memory block is used to store the unique chip ID and
other assets for each chip. The antifuse memories are programmed in a
programming environment with relatively high voltage. Therefore, in-
tegrated charge pumps are used to provide sufficiently high voltage in
embedded antifuse memories. We use existing antifuse blocks instead of
designing a new one.

2.2. Aging sensor module

Two different aging sensors to identify recycled ICs are used in this
aging sensor module. The RO-based sensor is based on the aging effects
on RO. The usage time can be detected by degraded RO frequency. The
EM-based sensor relies on the EM aging effects on interconnect wires.
The resistance change of the stressed wires can be used to estimate the
chip usage time. The RO-based aging sensor is used to detect short-term
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aging while the EM-based aging sensor is used to detect long-term
aging. In addition, the EM-based aging sensor can serve as a timer
which can be used to disable the chip after a certain time. The two
aging sensors will be discussed in detail in the following sections.

2.2.1. RO-based aging sensor

In the new sensor design, the new RO-based sensor shown in Fig. 2
follows the similar design in Ref. [10]. However, the new RO-based
sensor differs in that it only has one RO (compared to the two in the
existing works [10]), as the reference frequency will be stored in the
design house's database and can be assessed when the chip ID is read
back by challenge-response pairs during the authentication process. The
details of the whole flow will be discussed in the following section.
Fig. 3 shows the typical frequency change over time for the RO-based
sensor. As we can see, as time goes by, the frequency change rate goes
down, which means that the sensitivity to frequency changes becomes
smaller and it will become more difficult and less accurate to estimate
time usage based on the frequency changes for long periods of time.

2.2.2. EM-based aging sensor

Fig. 4 shows the schematics of the proposed EM-based sensor. This
design follows the recent work in Ref. [12]. Fig. 4(a) represents the
basic building block of the EM sensor module which is a multi-wire
structure to be stressed inside the EM-based sensor and can be utilized
in a variety of methods. The proposed EM-based sensor has two ver-
sions. One version is the aging sensor shown in Fig. 4(b). In this case,
we have a group of wires connected in parallel and stressed by DC
current. The current densities in the wires are setup so that the wires
will be nucleated at a specific time (e.g., one year or 10 years). The
initial resistance of the wires will be measured after manufacturing and
stored in the design-house's database as a reference. This output can
used by the chip designers in a variety of way. In some cases, it could be
read and stored internally, using an ADC for example, or measured
externally using a port and a volt-meter. When the resistance of wires
change by 10%, it can be considered as failed and the time difference
between the activation time and current time is the time usage. Another
version of the EM-based sensor is the timer version as shown Fig. 4(c).
In this case, a reference wire, which has the same geometry as the
stressed wires, is used. This sensor, using a simple 1-bit ADC, will
output a binary signal when the difference in resistance between the
reference and stressed wires change significantly (by 10%). The signal
can be utilized by the chip designers for many purposes such as locking
the chip, or certain functions of the chip, upon sensor failure.

2.3. Encryption and activation module

The encryption module is used to encrypt the data from antifuse
blocks utilizing a challenge key that would stored in the design house's
database. This module can be any existing encryption module, e.g.,
Advanced Encryption Standard (AES) method. It is used to make sure
the unique chip ID and other information in the antifuse block cannot
be directly accessed by any adversary.

The proposed on-chip sensor also allows one-time activation of a
chip or certain chip functions. This is achieved by the activation
module. Once the chip passes the post-fabrication testing, the design
house can write the key into the anti-fuse blocks. There are many ways
to implement the chip-level activation process [21,22]. For instance, we
check the parity of the bits of the stored key in anti-fuse memory. We
can also check the number of zeros or number of ones as well (bit
stream written into antifuse memory needs to enforce some properties
in this case). The checking circuit inside the activation module can be
obfuscated for further protection. The output of the activation module
can drive randomly scattered XOR gates in a chip to enable the un-
locking process. This makes it very difficult for counterfeiters to modify
the layout.
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Table 1 which includes the design, fabrication, assembly, distribution, and
Aging sensor comparison. usage in the system until the end of its life. As one can see, there are
Feature RO EM Proposed vulr'lerablhtles associated with each step in this supply cl'lam. In the
design stage, an IP can be stolen and cloned. In the fabrication process,
Short-term usage accuracy high low high an IC can be overproduced. In the assembly phase, out-of-spec/defec-
Long-term usage accuracy low high high tive ICs can be sold to open market by an untrusted assembly. Illegal
Post-fabrication auth no no yes s . — . . ip s .
activities during distribution and in-the-system (lifetime) may bring
Detect cloned and over-produced ICs no no yes . ) . ,
Reference circuit needed needed 1ot needed different types of counterfeits back into the supply chain (recycled,
Activation no no yes remarked, etc.).
Timed-service no no yes To detect all non-defective counterfeit ICs, we propose a new supply

3. The proposed counterfeit IC detection methodology

In this section, we present the proposed overall counterfeit IC de-
tection methodology and the IC authentication flow based on our on-

chip sensor with antifuse memory.

Fig. 5 shows a typical lifetime process that an IC goes through,

chain flow with post-fabrication authentication process as shown in
Fig. 6. Basically, one needs to break the flow from assembly to the
distribution. As shown in Fig. 7, once chips have been tested and
packaged in the assembly stage, they will be sent back to the design
house. After functional verification, for the non-defective ICs, a unique
chip ID, activation time and other assets will be written into the anti-
fuse memory in the on-chip sensor. And the initial aging reference
properties will be stored into the design house's global database for
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Table 2
Process variations.
Inter-die Intra-die
Vin(%) L(%) Tox(%) Vin(%) L(%) Tox(%)
PVO 5 5 2 5 5 1
PVl 20 20 6 10 10

future verification. All the information cannot be directly accessed and
will be encrypted using a standard cryptography method to prevent
attacks and tampering. Also during this process, the design house can
activate the locked chip, which will not work after the fabrication
process, using the unique content in the antifuse memory. In this way,
the design house can have better control of the ICs to prevent cloning
and other unauthorized use.

Fig. 8 shows the proposed comprehensive detection policy for
counterfeit ICs. In general, a newly fabricated chip needs to pass two
tests to be proven fresh and authentic. The first test is called fingerprint
test. The design house device database generates a random challenge
which can be inputted into the IC. If the IC cannot generate any re-
sponse or outputs an incorrect response, then it has not undergone the
official design house antifuse activation. This means the IC never came
back to the design house after fabrication. So it can be detected and
categorized as an overproduced or cloned IC. If the response of the IC
matches the information in the design house database, then we can get
its production information. By comparing the antifuse production in-
formation and the device footprint information, it is easy to determine
if a chip is a remarked IC or not. The second test is called aging test.
This test is performed to detect recycled or used ICs or to tell the user
the estimated usage time of the chip. By reading the aging sensor
output, we can detect if it is a recycled IC or not. Based on the aging
model of the aging sensors employed and its aging output, we can ac-
curately determine time usage of the chip.

4. Numerical results and discussions

In this section, we first summarize the feature comparison among
different sensors, then we will present the simulated results of the RO-
based and EM-based sensors. The performance and overhead analysis
will be discussed.

4.1. The feature and function comparison among different sensors

Table 1 summarizes the major feature comparison among the RO-
based, EM-based, and the proposed hybrid aging sensor. The RO-based
sensor has high short-term usage accuracy but low long-term usage
accuracy. The EM-based sensor has high long-term usage accuracy if we
use multiple stressed wires. However, its design is not good for short-
term recycled IC detection. Our proposed hybrid aging sensor can
maintain high accuracy for both short- and long-term recycled IC de-
tection. The proposed sensor can also allow post-fabrication authenti-
cation to detect cloned and over-produced ICs. It also allows activation
of the chip and timed services for ICs when it is used as an on-chip
timer.

4.2. Results for RO-based aging sensor

The RO-based aging sensor has been implemented and simulated
using HSPICE MOSRA from Synopsys. In our implementation, we se-
lected 7-stage and 15-stage ROs to compare the results. In order to
model the variation, we performed Monte Carlo(MC) simulation with
1000 samples of the RO in HSPICE.

Similar to the simulation in Ref. [10], we considered two process
variations to investigate the impact of variation on the detection of the
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Fig. 9. Process variation impacts on frequency spreading and recycled IC
detection probability.

recycled ICs. Table 2 shows the different process variations used in our
simulation. Vi, is a threshold voltage, L is a gate channel length, and T,,
is a gate oxide thickness. RO-based sensors with 7-stage and 15-stage
ROs are simulated at 25 °C with PVO and PV1. PVO represents the ex-
pected process variation between ROs while PV1 is the worst-case
scenario. Thousands of sensors are generated using MC simulation by
HSPICE and the total aging time is set at 15 months with a 3-month
step.

Fig. 9 shows the simulation results for the RO-based aging sensor.
The x-axis represents the frequency difference (fyr = finie — fitressed)
between the initial value and the stressed RO. Note that we do not need
reference RO because we store the initial frequency in the global da-
tabase. The y-axis represents the frequency of occurrence. The legend in
the figures denotes the aging time (for example, AT = 3 M denotes the
RO is aged for 3 months). The green distribution represents the fyys
distribution for the new ICs where the RO has not been aged and is
centered at 0 MHz. The light blue and dark blue distributions represent
3 months and 15 months of aging respectively. It is clear that aging
shifts the distributions to the right as the stressed RO has aged more and
becomes slower resulting in the right shift of f distribution.

We can clearly identify recycled ICs when the two distributions
(T=0and T = 3, 15M) do not overlap with one another. In Fig. 9(a),
after being used for 3 months, the stressed RO suffers from aging effects
and its frequency becomes lower. The lowest frequency difference be-
tween the new and the stressed ROs is larger than the largest frequency
difference present in the new IC set. Therefore, the recycled IC detec-
tion rate for ICs aged for 3 months or longer is 100%. At 15 months, the
frequency differences between the new and the stressed ROs is even
larger.

Fig. 9(b) shows the frequency difference occurrence rate between
the 7-stage new and stressed ROs with process variations PV1. Moving
from PVO to PV1, both the inter-die and intra-die variations becomes
larger. As process variation increases, the variance in fg;+ grows, which
results in an overlap between 0 and 3,15M distributions. In this case,
we should expect higher mis-prediction rates.

The simulation results for 15-stage ROs using same process varia-
tions are shown in Fig. 9(c) and (d). In comparison with the 7-stage RO,
here the frequency difference between aged and new ICs is smaller.
Although this impacts the absolute value of the frequency difference,
the detection rate is not impacted significantly.

4.3. Results for EM-based aging sensor

The proposed EM-based aging sensor circuit has been designed and
validated using SPICE simulation. We performed 1000 Monte Carlo
simulations considering the variation in failure time for the stressed
wires. The failure time can be defined as the time when the wire re-
sistance increases by 10% of its original value, which can be predicted
by the physics-based EM-model [23,24].

MC simulations are conducted using HSPICE and MATLAB with the
physics-based EM-model. The EM stressed wire-sets are composed of 1,
3, 6 and 10 wires which will fail around one year. The EM failure time
follows a lognormal distribution [25].

The 1000 MC simulation results of the EM-based aging sensor are
shown in Fig. 10. The variance of the lognormal distribution is set to
0.001. With 0.001 variance, we can see that with one wire, the EM
lifetime will fall into = 10% lifetime mean with 99.83% chance and
into = 5% lifetime mean with 88.64% chance. If we use 6 wires, we can
have 100% chance to achieve = 10% life mean and 98.66% chance
for = 5% life mean, which is sufficient. As we can see, we can mitigate
the failure time variations by increasing the number of wires.

Fig. 11(a) shows the relationship between wire length L and EM
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lifetime. The current density j is constant and set to 3 % 10'°A/m?. We
show both the nucleation time and the growth phase time predicted by
the physics-based EM models. As we can see, the total lifetime increases
with decreasing L (so does the area), which shows that shorter failure
time will need larger area compared to the longer failure time.

Fig. 11(b) shows the power values versus the possible wire length
(L) and current density j. The 4 red curves show the possible L and j
values for 1 year, 3 years, 6 years and 10 years. We can clearly see the
trade-off between L (area) and power.

4.4. Performance analysis and comparison

4.4.1. Accuracy study

Fig. 12 shows the typical frequency change over a long period of
time for a 5-stage RO-based sensor. As we can see, the rate-of-change in
frequency is very high at the beginning, which is helpful to detect re-
cycled ICs for a short period of time. However, as time goes by, the rate-
of-change in frequency goes down, which means that it will be more
difficult and less accurate to estimate usage time for long periods of
time. Considering the process variances, 1% frequency difference can
lead to a large estimated usage time region (30 months as shown in
Fig. 12). So the RO-based sensor is not a good timer for long period use.
In contrast, the EM-based sensor can be a good long-period timer be-
cause of its accuracy. The estimated usage time region for a long period
can be very small if we use multiple stressed wires [12]. In addition, as
shown in Fig. 11(b), compared to the 1-year EM-based sensor, the 10-
year EM-based sensor has smaller L(area). So the EM-based sensor for
long-term use is also area-efficient.

4.4.2. Area overhead study

It's worth noting that the hybrid aging sensor can be inserted into
commercial chips, which would easily detect the recycled ICs and show
the age of the chip. The accuracy of the proposed sensor, and its fea-
sibility due to its low area overhead, makes it highly desirable. The RO-
based sensor only takes n inverters, where n is the number of stages in
RO. Its area is equal to tens of NAND2 gates, which is negligible in
comparison to the whole chip. An EM-based aging sensor with 10
stressed wires costs 100-500 um? with an SMIC 180 nm technology,
which depends on the length of the wire. Assuming a total of 5EM-
based sensors, the overhead is only 0.01% of the 25,000,000 um? area
available in a 5mm X 5mm chip.

5. Conclusion

In this paper, we proposed a comprehensive counterfeited ICs de-
tection and prevention strategy, consisting of an innovative multi-
functional on-chip sensor, and the related post-fabrication authentica-
tion methodology. The proposed on-chip sensor can detect many types
of counterfeit ICs. The new on-chip sensor, which combines aging
sensors with antifuse memory, can also serve as a central on-chip se-
curity hardware IP for counterfeit IC detection, on-chip timer, post-
fabrication authentication, and even activation module for ICs. In ad-
dition to the new sensor hardware, we propose a post-fabrication au-
thentication process to detect and prevent non-defective counterfeit ICs.
All the fabricated ICs will be uniquely registered and activated with a
unique chip ID in a global database. The unique chip ID will be written
into the anti-fuse memory during the registration process and the chip
will be activated after this process. Simulated results show the ad-
vantage of the proposed multi-purpose sensor against the existing on-
chip sensors in terms of functionality, detection coverage, and usage
time estimation range and accuracy.
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